
Read the Scenario

@Client1
APIPA

@R1
ping 2026::1:2

IPv4 IPv6

@Client1
ping 10.1.1.1

N

@Client1
ping 10.1.1.2

N

T1 – R1
IPv4 OSPF Routing

E na ble  OS PF a uthenti cation on the s0/0/0 interfa ce us ing the 

“ip ospf  authentica tion messag e-dig est” comm and.

Y

T2 – D1
HSRP

del ete  the c om ma nd with trac k 1 a nd enter the comma nd with tra ck 10 

(standby 10 track  10 dec rement 60) .

T3 – R1
BGP

del ete  the wrong neig hbor sta tement and enter the c orrect neighbor addres s in the 

nei ghbor comma nd (cha ng e “nei ghbor 209 .56.200 .226 remote -a s 65002″ to 

“nei ghbor 209 .65.200 .226 remote-a s 65002″)

T4B – R1
NAT

M issing comma nd under the outside ACL NA T_Tra ffic  a dd 10.2.0.0 network

T5 – R1
IPv4 layer 3 securi ty

Under the ‘ip a ccess-lis t extended edge_security’ confi guration a dd the 

‘perm it ip 209 .65.200 .224 0.0.0.3 a ny’ comm and.

T4A – R1
NAT

Under interfac e S eri al0/0/1 del ete  the i p na t inside comm and a nd 

a dd the ip nat outside comma nd.

@Client1
ping 10.2.1.1

N
T6 – D1

VLAN ACL/Port ACL
Under the g lobal conf ig ura tion mode enter no v la n fil ter test1 vl an-lis t 10 comm and.

T7 – A1
Port security

In Confi guration mode, using the interfa ce range F a1/0/1 – 2, then 

no switchport port-security, fol lowed by shutdown, no shutdown 

interfa ce config uration comma nds.

T9 – A1
Switch to switch connectiv ity

Under interfac e Port-Channel  13, 23, a dd v la n 10,200 a nd then 

no shutdown interface fa1/0/1

T11A – R4
IPv4 Route Redistr ibution

Under the E IG RP process, del ete  the 

‘redi stribute ospf  1 route-ma p OS PF->E IGRP’ comm and a nd enter 

‘redi stribute  ospf 1 route-ma p OS PF_to_EIGRP’ comm and.

T11B – R4
IPv4 Route Redistr ibution

Chang e the “route-ma p OS PF->EIGRP deny  20” to 

“route-ma p OS PF->E IGRP perm it 20”

T12 – R2
IPv6 OSPF Routing

Under the interfa ce Seria l 0/0/0.23 confi guration enter the 

‘ipv6 ospf 6  a rea  0’ comm and. (noti ce  tha t it is “a rea  0”, not “a rea  12”)

@R1
ping 2026::34:2

Y

T15 – R3
Ipv4 and Ipv6 Interoperabi lity

Under the interfa ce Tunnel 34, remove ‘tunnel m ode ipv6’ comm and

T16 – R4
Ipv6 OSPF Routing
Under ipv6 ospf process a dd the 

‘redi stribute rip RIP_Zone include-connec ted’ comm and

Y

T17 – A1
Access VLANs

In c onf ig ura tion mode, use ‘interfa ce ra nge fa1/0/1-2’ then 

‘switchport m ode a ccess’, then ‘no switchport trunk encapsula tion dot 1q’

N

N

T14 – R4
IPv4 EIGRP Routing

enter no passi ve  interfac e for interfac es connected to D SW 1 

under E IGRP process (or in Interfa ce f0/1 a nd f0/0, somethi ng  li ke  thi s)

T8 – A1
Access Vlans

In Confi guration mode, using the ‘interfa ce ra nge F astethernet 1/0/1 – 2’, 

then ‘switchport a ccess vla n 10’ comm and.

T10 – R4
EIGRP

Chang e E IG RP AS number from 1 to 10

Y

Y

By: N U L L Z E R O

N

T13 – D1
IP DHCP Server (or DHCP)

on DS W1 del ete  “ip helper-a ddress 10.2.21.129” a nd a pply 

“ip helper-a ddress 10.1.21.129” comm and

Y
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